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Time Activity

2:15 pm Welcome

2:30 pm Session 1a: Lightning Introductions

2:55 pm Session 1b: Identifying Gaps and Alignment

3:45 pm Coffee break  ☕
4:30 pm Session 2a: Reflecting on Misalignments

4:45 pm Session 2b: Rerouting User Journeys

5:50 pm Closing Remarks



Welcome!
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Past Work
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Past Work
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CHI 2021 | Workshop

CHI 2023 | Special Interest Group CHI 2024 | Workshop

CHI 2025 | Special Interest Group

CHI 2023 | Panel



Leiden Workshop 2024
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What Is This “Troubled Water”?
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What Is This “Troubled Water”?
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Why Do We Need To Bridge It?
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Current Tensions in Design
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Ethical 
Design 
Complexity

Gray, C. M., & Chivukula, S. S. (2019). Ethical Mediation in UX Practice. Proceedings of the 2019 CHI Conference on Human Factors in Computing Systems, 1–11. 



Building Bridges
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Mildner, T. (2024). Mitigating dark patterns through responsible design—Ethical design considerations for user-centred technologies.
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Nudges
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Nudges
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A nudge […] is any aspect of the choice architecture that alters people's 
behavior in a predictable way without forbidding any options or  
significantly changing their economic incentives.  To count as a mere 
nudge, the intervention must be easy and cheap to avoid.

Thaler and Sunstein, 2008

[…] the goal […] is to help people make better choices ‘as judged by 
themselves’.

Thaler, 2018



Nudges
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Johnson, E. J., & Goldstein, D. (2003). Do defaults save lives?. Science, 302(5649), 1338-1339.



Persuasive Design
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In persuasive technology, we often look at behavior as something we cause 
to occur; behavior activation is usually the goal.  But there’s another side 
to behavior change: preventing  a target behavior from happening.

Fogg, 2009



Persuasive Design
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1. Core Motivators
pleasure / pain
hope / fear
acceptance / rejection

2. Simplicity Factors
time, money, physical effort, 
brain cycles, social deviance, 
non-routine

3. Behaviour Triggers
spark, facilitator, signal

Target Behaviour

Fogg, B. (2009). A Behavior Model for Persuasive 
Design. https://doi.org/10.1145/1541948.1541999



Persuasive Design
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How is motivation created?

Whose aim is pursued?



Dark Patterns / Deceptive Design
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Dark Patterns / Deceptive Design

CHI 2026 | Barcelona, Spain - April 16, 2026 22

Dark patterns are user interface design choices that benefit an online 
service by coercing, steering, or deceiving users into making decisions that, 
if fully informed and capable of selecting alternatives,  they might not 
make.

Mathur et al., 2021



Dark Patterns / Deceptive Design
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Dark Patterns

HCI

Psychology

DesignAI

Usable Security

Policy

Law



Dark Patterns / Deceptive Design
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Dark Patterns / Deceptive Design
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Providers of online platforms shall not design, organise or operate  their 
online interfaces in a way that deceives or manipulates  the recipients of their 
service or in a way that otherwise materially distorts or impairs  the ability of 
the recipients of their service to make free and informed decisions .

Digital Service Act, Article 25



Dark Patterns / Deceptive Design
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Ahuja, S., Gunawan, J., Bielova, N., & Santos, C. T. (2026). 
Dark Patterns and the EU Digital Services Act: Mapping 
Autonomy Violations and Design Factors. Proceedings 
of the 2026 CHI Conference on Human Factors in 
Computing Systems, CHI ’26, 1–30. 
https://doi.org/10.1145/3772318.3791479
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Gairola, R., Gray, C. M., Dong, J., Jeong, K. J., Otenen, E., & Sarria, J. J. (2026). ‘Social Media Killed Our Generation’: Teenagers’ Felt Experiences of Harm on 
Social Media. Proceedings of the 2026 CHI Conference on Human Factors in Computing Systems, CHI ’26, 1–15. https://doi.org/10.1145/3772318.3791519



Dark Patterns / Deceptive Design
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Ahuja, S., Gunawan, J., Bielova, N., & Santos, C. T. (2026). Dark Patterns and the EU Digital Services Act: Mapping Autonomy Violations and Design Factors. 
Proceedings of the 2026 CHI Conference on Human Factors in Computing Systems, CHI ’26, 1–30. https://doi.org/10.1145/3772318.3791479



Building Bridges

CHI 2026 | Barcelona, Spain - April 16, 2026 29

USER

DESIGN GUIDELINE

se
tti

ng
 e

xp
ec

ta
tio

ns
understanding problem

s

inform development

Usability

Empower-
ment



Schedule

CHI 2026 | Barcelona, Spain - April 16, 2026 30

Time Activity

2:15 pm Welcome

2:30 pm Session 1a: Lightning Introductions

2:55 pm Session 1b: Identifying Gaps and Alignment

3:45 pm Coffee break  ☕
4:30 pm Session 2a: Reflecting on Misalignments

4:45 pm Session 2b: Rerouting User Journeys

5:50 pm Closing Remarks
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Photo
of You

Title of Your Position Paper
Author(s)’s Names

● your@mail.com
● preferred pronouns
● other information you want to share

Add a screenshot or capture of a 
dark pattern here.

Or add any Figure/Table or 
other finding of your work.

…

Paper Domain and Quick Keywords:
● keyword
● keyword
● …

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
Template
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Dark Patterns in Indian Quick Commerce: A Student 
Perspective 

Tanish Taneja, Arihant Tripathy, Nimmi Rangaswamy
● tanish.taneja@research.iiit.ac.in
● he/him
● Research Intern at MSR India
● Undergraduate Researcher at Machine 

Learning Lab, IIIT Hyderbad under Dr. 
Naresh Manwani

- “whenever I add items to my cart, there is an 
option to include a membership for just one 
rupee, which reduces the total price of the bulk 
order”

- “the app restricts ordering for thirty to forty 
minutes during peak times, and it remains 
ambiguous whether or not a transaction will 
eventually be permitted”

- “during events like the World Cup, the app 
prompts you to place an order whenever a six is 
hit to receive a 66 percent discount, which 
definitely encourages morefrequent ordering”We explore the 'Awareness-Action Gap' in Indian Quick 

Commerce, where digitally fluent students recognize deceptive 
UI but still succumb to it due to time scarcity. Our work argues 
that the normalization of these patterns as a 'price of capitalism' 
necessitates a shift toward value-sensitive design that 
prioritizes user autonomy over forced convenience.

Paper Domain and Quick Keywords:
● Dark Patterns
● Quick Commerce
● Awareness-Action Gap
● Global South HCI

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
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Neutralising Deceptive Patterns: Mapping Data Protection 
Authorities’ Roles in the Emerging Multi-Authority Landscape

Marta Beltrán

● mbeltran@aepd.es
● she/her/hers
● Chief Scientist (Scientific and 

Foresight Subdivision)/Deputy 
Director of the Innovation& 
Technology Division

This paper examines the specific responsibilities of DPAs in 
addressing deceptive practices and analyses the 
overlapping mandates of other supervisory bodies.
The analysis also identifies potential gaps in current 
protections.

Paper Domain and Quick Keywords:
● Addictive patterns, dark patterns
● Data protection
● Deceptive design, harmful design
● Regulation

My position paper in 1-2 sentences:

GDPR DSA DMA AI Act

Soft law (guidelines, reports and scientific research) 
and Hard law (sanctions and corrective orders)

The need for synergy

The future Digital Fairness Act 
(DFA) and recommendations to 
build transdisciplinary bridges
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User Interfaces for Transparency: Could the Digital 
Product Passport be a case of a fair pattern?

Jonas Frich
● frich@cc.au.dk
● He/him
● other information you want to share

My paper discusses three scenarios for how the Digital Product 
Passport can be a fair or dark pattern.

Paper Domain and Quick Keywords:
● Digital Product Passport
● User interface
● Sustainability

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
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Photo
of You

Generative Artificial Intelligence & Conversational Agents 
- Part of the problem or of the solution of HCI dark pattern

Christian Zinke-Wehlmann
● zinke@infai.org
● He/Him/His
● Chief Scientist 

@ Competence Center KMI 
@ Institute for Applied Informatics 
@ Leipzig University Germany

I investigate in the dual role of generative AI-based 
conversational agents as both a catalyst for and a potential 
solution to dark patterns in HCI. 
Manipulative practices are shifting from static graphical 
elements to dynamic, anthropomorphic, and infrastructural 
layers, while simultaneously offering new capabilities for 
detection.

Paper Domain and Quick Keywords:
● Literatur Review
● Converational Agents
● GenAI

GenAI powered Dark Pattern Detection

My position paper in 1-2 sentences:
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Deception by Design: A Temporal Dark Patterns Audit of 
McDonald’s Self-Ordering Kiosk Flow

Aditya Kumar Purohit, Yuwei Liu, Manon Berney, Adrian Holzer, Hendrik Heuer

● yuwei.liu@unine.ch
● She/Her/Hers
● PhD Candidate in Information 

Systems @ University of Neuchatel,
MA in Management & 
Economics/People-oriented 
Computing @ University of Zurich

This paper conducts an audit on dark patterns in a McDonald’s 
self-ordering kiosk in Bochum, Germany using the Temporal 
Analysis of Dark Patterns framework.

Despite mature consumer protection laws in Germany, we 
identified recurring dark patterns on multiple levels that encourage 
customers to upsize their meals during the ordering process. 

Paper Domain and Quick Keywords:
● dark pattern audit 
● temporal analysis
● self-ordering kiosk

Dark patterns in McDonald’s Self-orderin 
kiosk

My position paper in 1-2 sentences:
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Design Transparency Labels: Fostering User Trust and Well-Being 
Through Design Transparency

Riccardo Graziosi, Luca Passarella

● riccardo.graziosi@polito.it
● he/him
● PhD student

Design Transparency Labels are interface labels that explain 
how certain design choices impact users' digital wellbeing.

DTLs can help regulatory alignment and foster users’ wellbeing 
and trust, leading to a win-win situation between users and 
digital service providers.

Paper Domain and Quick Keywords:
● human-computer interaction
● digital wellbeing
● transparency, persuasive design, 

regulations

Example DTLs for YouTube and TikTok

My position paper in 1-2 sentences:
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Relationship-Based Deceptive Design
Alexis Hiniker, Daisy Chen, Marx Wang, Marie Bragg, Katie Davis, and Jenny Radesky

● alexisr@uw.edu
● she/her
● Associate Professor

University of Washington

Users describe chatbots baiting them 
into arguments and then erecting 

paywalls that require the user to watch 
advertisements or pay money to continue 

the conversation. 

Relationship-Based Deceptive Patterns (RBDPs): UI patterns 
that exploit the human impulse to build and tend 
relationships  so that the user will act in a way that serves the 
product’s interests rather than their own.

Paper Domain and Quick Keywords:
● Generative AI, Companion AI
● Attachment
● Relationships

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
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Examining the relationship between user agency and 
dark patterns

Aidan Dayvyd
● adayvyd@gmail.com
● he/him
● Recent BSc(Hons) Graduate from 

University of Auckland, currently 
based in Melbourne/Naarm

Presents a spectrum between design decisions which promote 
user agency against designs which promote profit.
Case studies are used to contextualize the framework 
established, and interrogate objective vs. percieved scopes of 
user agency.

Paper Domain and Quick Keywords:
● user agency
● framework
● social movements

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
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Towards A Framework for Levels of 
Anthropomorphic Deception in Robots and AI

Franziska Babel, Shane Saunderson and Shalaleh Rismani
● franziska.babel@liu.se
● she/her
● Assistant Professor in Cognitive 

Science at Dept. for Computer 
Science at Linköping University, 
Sweden

● Research interests: human-robot 
conflicts, persuasion, 
decision-making, autonomous 
driving

We present a four-level theoretical framework to distinguish 
different levels of how (non-)embodied systems deceive their 
users with claiming humanlikeness, agency and selfhood. 

We discuss how “permissible” different levels of 
anthropomorphic deception might be for different use cases to 
spark discussion among researchers, designers and regulators.

Paper Domain and Quick Keywords:
● Human-AI “relationships”
● Deception by design
● Frameworks, theory
● Policy making

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
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Deceptive Patterns in Immersive Environments: How XR Can Expand 
Markets But Expose Sensitive Information

G. Nikki Alabanza (Virginia Tech), Salem Alabanza (Radford University), Brendan David-John (Virginia Tech)

● bmdj@vt.edu
● he/him/his
● Assistant Professor, 

Computer Science

My position paper discusses emerging risks in deceptive 
patterns for immersive virtual/mixed reality (XR) environments.
 
Specifically, we discuss existing patterns in video game settings 
and their potential adaptations and amplifications for XR 
settings where the risks from immersion and manipulation of 
visual perception increases.

Paper Domain and Quick Keywords:
● Virtual and Mixed Reality
● Video Game
● Eye Tracking/Visual Perception

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
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of You

Attention is all they want, time is all you have:
Aligning time use with values to counteract dark patterns

Michael Hoefer, Aidan Deloia, Curtis Leaver
● Michael Hoefer

○ michael.hoefer@stthomas.edu
○ Asst. Prof 

@ University of St. Thomas (MN)
● Aidan Deloia and Curtis Leaver

Two motivated and talented 
undergraduate students 
(interested in HCI PhDs in the future!)

Time spent “in captivity” of dark patterns (e.g., doomscrolling) 
doesn’t align with our values. By tracking our time use, and how 
that time use aligns with our values, this misalignment becomes 
obvious and motivates change.

Paper Domain and Quick Keywords:
● Digital self-control tools
● Personal informatics/self-tracking
● Pre-contemplation stage of behav. chg.

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:

mailto:michael.hoefer@stthomas.edu
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Vibe-Coding or Vibe-Shifting? The Risk of 
Amplifying Dark Patterns in Generative UI Design

Hsien-Ying (Charlotte) Lin

● hl2575@cornell.edu
● she/her
● MS in Information Systems @ 

Cornell Tech, Cornell University

This research investigates how "vibe-coding" tools automate 
manipulative dark patterns by inheriting deceptive design tropes 
from their training data. It proposes a systematic audit 
framework and a Deception Severity Index (DSI) to benchmark 
AI design safety and advocate for proactive ethical guardrails.

Paper Domain and Quick Keywords:
● Generative AI 
● Vibe-Coding 
● Dark Patterns 
● AI Ethics 
● LLMs

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
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Dark Patterns in Digital Finance: How Design Harms and
Confuses Consumers in Digital Finance Products

● Caroline@convocation.design
● they/them
● Executive Director, Convocation 

Research + Design

● sklitgaard@ucla.edu 
● she/her
● UCLA, PhD 

● our paper explores the phenomenon of neo banks and 
how neobanks may be using hidden costs to manipulate 
user behavior. 

● We propose a new form of harmful design present in 
neobanking, namely that of obscuring their status as 
non-banks, and the significance of that status in terms of 
financial risk, and that these patterns harm vulnerable 
populations.

Paper Domain and Quick Keywords:
● dark patterns
● digital financial inclusion
● financial literacy
● neo banks 
● financial service platforms 

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:

mailto:sklitgaard@ucla.edu
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The architecture of distrust: A heuristic evaluation of deceptive 
patterns in brazilian pharmaceutical marketplaces

Rafael Poiate

● rpoiate@esdi.uerj.br
● He/Him
● Research interests:

○ Digital Health
○ Ethical Design

This paper presents the preliminary results of a technical audit 
conducted on one of the largest health marketplaces in Brazil.
As the digital market still lacks interface regulation, this work 
offers competent bodies a critical lens on the urgency of external 
regulation to secure user autonomy.

Paper Domain and Quick Keywords:
● Deceptive Patterns
● Marketplace
● Digital Product.

Example Dark Pattern from my 
work:

My position paper in 1-2 sentences:
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Time Activity

2:15 pm Welcome

2:30 pm Session 1a: Lightning Introductions

2:55 pm Session 1b: Identifying Gaps and Alignment

3:45 pm Coffee break  ☕
4:30 pm Session 2a: Reflecting on Misalignments

4:45 pm Session 2b: Rerouting User Journeys

5:50 pm Closing Remarks



Design Mediation
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Context of design
Inscription / Delegation

Artifact
Mediation

Context of use
Interpretation / Appropriation

User

Environment
Verbeek, P.-P. (2006). Materializing Morality: Design Ethics and 
Technological Mediation. Science, Technology, & Human Values, 31(3), 
361–380. https://doi.org/10.1177/0162243905285847

Mediation
- technological intentionality
- scripts

Nexus
anticipation of mediation
- by imagination
- augmenting constructing 
technology assessment (CTA)



CHI 2026 | Barcelona, Spain - April 16, 2026 48

Identifying Gaps and Alignment

● Groups of 5-7 participants
● Choose a particular domain

○ (Domains:  Health, Finance, Social Media, Streaming, 
E-Commerce)

○ Hats: User and Service Provider
● Identify 2-3 distinct “problematic” design examples
● Through those examples, 

○ Identify goals for users, designers and developers, and 
service.

● Where is the misalignment?
● ~40 minutes
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Identifying Gaps and Alignment

Join our Miro:
https://tinyurl.com/mtt3ssn4
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Coffee break  ☕

Add yourself to the 
introduction slides: Join our Slack
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Time Activity

2:15 pm Welcome

2:30 pm Session 1a: Lightning Introductions

2:55 pm Session 1b: Identifying Gaps and Alignment

3:45 pm Coffee break  ☕
4:30 pm Session 2a: Reflecting on Misalignments

4:45 pm Session 2b: Rerouting User Journeys

5:50 pm Closing Remarks
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Reflecting on Misalignments 

● Look at all the misalignments identified across all the 
groups, domains, and “problematic” designs. 

● Pick two misalignments  that interest your group from the 
entire pool of identified misalignments
○ Suggestion: Maybe look into misalignments from 

another team to have fresh lens on your problematic 
designs from Session 1b. 
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Time Activity

2:15 pm Welcome

2:30 pm Session 1a: Lightning Introductions

2:55 pm Session 1b: Identifying Gaps and Alignment

3:45 pm Coffee break  ☕
4:30 pm Session 2a: Reflecting on Misalignments

4:45 pm Session 2b: Rerouting User Journeys

5:50 pm Closing Remarks



Temporality of Dark Patterns
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Brignull (~2013)



Temporality of Dark Patterns
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Gray, C. M., Mildner, T., & Gairola, R. (2025). Getting Trapped in Amazon’s ‘Iliad Flow’: A Foundation for the Temporal Analysis of Dark Patterns. CHI 
Conference on Human Factors in Computing Systems, 1–10. https://doi.org/10.1145/3706598.3713828
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Re-routing User Journeys

● You have two misalignments  and your 2-3 “problematic” 
designs.

● Ideate and conceptualize alignments
● Redesign your examples for value-centered outcomes and 

balance these alignments
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Finding Alignment

How do we 
measure 

alignment? 

○ What does it look like for user , designer and developer , 
and service provider goals  to be aligned?

How should we 
negotiat 

between these 
parties

What  should 
we negotiat 

between these 
parties

Which are the 
ultimate 

dealbreakers?
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Value Lanes
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Time Activity

2:15 pm Welcome

2:30 pm Session 1a: Lightning Introductions

2:55 pm Session 1b: Identifying Gaps and Alignment

3:45 pm Coffee break  ☕
4:30 pm Session 2a: Reflecting on Misalignments

4:45 pm Session 2b: Rerouting User Journeys

5:50 pm Closing Remarks
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Closing Remarks
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Closing Remarks

Trikini Barcelona

Carrer de Pujades, 226, Sant Martí, 
08005 Barcelona, Spanien

8:00 PM for Drinks and Snacks
(self paid)
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Closing

Add yourself to the 
introduction slides: Join our Slack


